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S-72.423 Exercise 5.

Return your answer no later than Tuesday 2.12.2003, 16:00 into the course's P.O. box at the third floor of the
E-wing (Otakaari 5).

Please, include the following information in your answers:
- Your name
- Your student number

It may be that you won't find answers to the questions straight from the lecture material. You have to look for
information from the Internet and textbooks. Good luck for information search!

1. Internet Protocols Application-Layer Protocols

List the higher layer internet protocols and the applications they support.

Solution

The Internet protocol suite includes many application-layer protocols that represent a wide variety
of applications, including the following:

e File Transfer Protocol (FTP)—Moves files between devices

e Simple Network-Management Protocol (SNMP)—Primarily reports anomal ous network
conditions and sets network threshold values

o Telnet—Serves as aterminal emulation protocol

e X Windows—Serves as a distributed windowing and graphics system used for
communication between X terminals and UNIX workstations

e Network File System (NFS), External Data Representation (XDR), and Remote Procedure
Call (RPC)—Work together to enable transparent access to remote network resources

e Simple Mail Transfer Protocol (SMTP)—Provides electronic mail services

e Domain Name System (DNS)—Trand ates the names of network nodes into network
addresses

2. IP Routing
Describe IP routing in few sentences.

Solution

IP routing protocols are dynamic. Dynamic routing calls for routes to be calculated automatically at regular
intervals by software in routing devices. This contrasts with static routing, where routers are established by
the network administrator and do not change until the network administrator changes them.
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An IP routing table, which consists of destination address/next hop pairs, is used to enable dynamic
routing. An entry in this table, for example, would be interpreted as follows: to get to network
172.31.0.0, send the packet out Ethernet interface O (EO).

IP routing specifies that | P datagrams travel through internetworks one hop at atime. The entire
route is not known at the onset of the journey, however. Instead, at each stop, the next destination is
calculated by matching the destination address within the datagram with an entry in the current
node’s routing table.

Each node's involvement in the routing processiis limited to forwarding packets based on internal
information. The nodes do not monitor whether the packets get to their final destination, nor does IP
provide for error reporting back to the source when routing anomalies occur. Thistask isleft to
another Internet protocol, the Internet Control-Message Protocol (ICMP), which is discussed in the
following section.

3. Transmission Control Protocol (TCP)

Describe the TCP connection establishment.

Solution
TCP Connection Establishment

To use reliable transport services, TCP hosts must establish a connection-oriented session with one
another. Connection establishment is performed by using a "three-way handshake" mechanism.

A three-way handshake synchronizes both ends of a connection by allowing both sides to agree
upon initial sequence numbers. This mechanism also guarantees that both sides are ready to
transmit data and know that the other side is ready to transmit as well. Thisis necessary so that
packets are not transmitted or retransmitted during session establishment or after session
termination.

Each host randomly chooses a sequence number used to track bytes within the stream it is sending
and receiving. Then, the three-way handshake proceeds in the following manner:
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Thefirst host (Host A) initiates a connection by sending a packet with the initial sequence number
(X) and SY N bit set to indicate a connection request. The second host (Host B) receivesthe SYN,
records the sequence number X, and replies by acknowledging the SYN (withan ACK =X + 1).
Host B includesits own initial sequence number (SEQ =Y). An ACK = 20 means the host has
received bytes 0 through 19 and expects byte 20 next. This technique is called forward
acknowledgment. Host A then acknowledges all bytes Host B sent with aforward acknowledgment
indicating the next byte Host A expectsto receive (ACK =Y + 1). Datatransfer then can begin.

4. TCP packet format

Show in afigure the TCP packet format and describe the fields that comprise it.

Solution
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TCP Packet Field Descriptions
The following descriptions summarize the TCP packet fields:

e Source Port and Destination Port—Ildentifies points at which upper-layer source and destination
processes receive TCP services.

o Sequence Number—Usually specifies the number assigned to the first byte of data in the current
message. In the connection-establishment phase, this field also can be used to identify an initial
sequence number to be used in an upcoming transmission.

o Acknowledgment Number—Contains the sequence number of the next byte of data the sender of the
packet expects to receive.

e Data Offset—Indicates the number of 32-bit words in the TCP header.
e Reserved—Remains reserved for future use.

e Flags—Carries a variety of control information, including the SYN and ACK bits used for connection
establishment, and the FIN bit used for connection termination.

o Window—Specifies the size of the sender's receive window (that is, the buffer space available for
incoming data).

e Checksum—Indicates whether the header was damaged in transit.
e Urgent Pointer—Points to the first urgent data byte in the packet.
e Options—Specifies various TCP options.

e Data—Contains upper-layer information.



